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sufficiency economy and development.

Ad 4001 ANSHAIUININEZA1ITBTUNTEBINEENSUTUANANY 3(2-2-05)
LC 4001 Reading Skills Development in English for Graduate Studies

afaaduanuiiugudubhensaifisndudmiumsiauinegmasw wu nisfn
Ussinmesuszlen memunundnuazdusenevesUstlen iothlugmsBeuiuayianninuensetu
NuUTsumANMs WU fs1 werdvns lnedumsiaurineemssuiiedulanuddy ie
mieasu msfmmsslon mamamevesmdmianUIUn Mesunuuiaiiendeyaiany
nsANdUTUS ISl ALaY DU U B ULAZ IO T TILATIZY

This course is aimed at enhancing students’ understanding of English structure such
as sentence types, core parts, headwords and modifiers. This will enable students to develop
their English reading skills necessary for academic texts and research papers. Emphasis is placed
on developing students’ skills in reading for main ideas, drawing conclusions and making
inferences, using context clues to arrive at the meanings of unknown words, skimming and

scanning, and developing their discourse competence, including critical reading skills.

n& 4002 MSWAILNYEATWIDNGYUUUYIUINS 3(2-2-5)
LC 4002 Integrated English Language Skills Development
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Course contents and teaching activities focus on the integrated skills of listening,
speaking, reading and writing with a particular emphasis on academic writing at the introductory

level.



A8 4011  NSYBUETUNISNAILINNEENITBIUNWIDINqUERSUUUANANY  3(2 - 2 - 5)
LC 4011 Remedial Reading Skills Development in English for Graduate Studies
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The course is intended to provide additional practices in the reading skills and
strategies covered in LC 4001 Students receive individualized attention to enhance their reading

skills for academic purposes.

N8 4012 ANSYRUETUNTWAUINNBEN 1IN BUUUYTUINT 3(2-2-5)
LC 4012 Remedial Integrated English Language Skills Development
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This course is intended to provide additional practice in the four skills—listening,
speaking, reading and writing strategies covered in LC 4002. Students receive individualized

attention to enhance their communication skills in English.

#4001 sTUUNgVsneuaziaie 3(3-0-6)
CRM 4001 Legal System and Juristic Method
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This course provides legal systems, their history, and the origins of the
attitudes of lawyers towards the origins of law, guidelines on legal study and juristic
methods. It also includes interpretation of law, as well as structure and classification of
various concepts of legal systems and the foundation of each legal system, how each
country makes judgment based on the principle of fairness, the matter of law, and the
matter of facts in the case, also how it considers the case on the causation of the facts
that is related to social conditions, in order to prepare them for effective application of

law in both public sector and private sector administration



dal 4002 nsuftAnsanusiuaslaiuas 3(3-0-6)
CRM 4002 Cybersecurity Operations
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Network operations and attacks, basic cryptography concepts, network
infrastructure device operations, basic OS operations, common network applications
and attacks, endpoint attacks, network and endpoint security solutions, security data
collection and monitoring, common security operations center types, tools used by
SOC analysts, job roles within the SOC, incident analysis within a threat-centric SOC,
security incident investigations, including event correlation and normalization and

common attack vector, concepts of an incident response plan

due 6001 N15UNTAMUSTUAIYD I TAUNA 3(3-0-6)
CRM 6001 Information Security Management
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Threat environment, security planning and policy, introductory
cryptography, secure network, access control, firewall, data security, incident and disaster

response, ISO/IEC 27001 and 27002 standards, cyber resilience.

fus 6002 nseszianudsdmSuaNuuasuesasauLne 3(3-0-6)
CRM 6002 Information Security Risk Analysis
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Hauselovunlalunisindulanisamunisiuaiiuduas
Perspective of security risk assessment, modeling, and management.
Standard risk management process for identifying, analyzing, and responding to risk,

analytical tools for calculating the costs and benefits of investment security decisions.

da% 6003 ngraneiigafuanusiuadleiuas 3(3-0-6)
CRM 6003 Cybersecurity Law
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This course explores the national and international legal frameworks that
govern various kind of cyberattacks and the legal challenges stemming from rapidly
evolving cybersecurity threats. Handful insights from case enforcement experienced by
foreign jurisdictions will be discussed. This course aims to contextualize cybersecurity
threats and responses to them in a national and international law framework, while also

recognizing the limits of current law, the need for further policy evolution, and the real-

world impacts of national legal frameworks.

due 7001 AMULUAIYBITTUURBNR LD fUAzIATETNY 3(3-0-6)
CRM 7001 Computer and Network Security
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Network security threats, spam, phishing, botnets, denial of service.

Authentication, LAN security, firewall technologies, IDS and IPS, VPN, cryptographic



systems, wireless security. Security and attacks on TCP/IP, DNS, and BGP protocols.

Internet security protocols, IPsec, SSL/TLS. Web security. Email security.

#1% 7002 AMuSLAYEIRAIAADURIR 3(3-0-6)
CRM 7002 Cloud Computing Security
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Cloud computing architecture, security challenges, risk issues, legal issues,
cloud computing security, information management and data security, evaluating cloud

security, virtualization, security as a service.

gy 7004 N1IMAFIUNITRLTANALAZNTIATIZINIYATaY 3(3-0-6)
CRM 7004 Penetration Testing and Vulnerability Analysis
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Fundamental technical skills required to identify, analyze, and exploit
software vulnerabilities. Exploitation techniques, network penetration testing, Web
application penetration testing. Methodologies, techniques and tools to analyze and

identify vulnerabilities in stand-alone and networked applications.
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a3 7005 UnAnvakarn1saUaIY 3(3-0-6)
CRM 7005 Digital Forensics and Investigations
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Digital forensics principles, electronic evidence collection and handling,

evidence in detecting and prosecuting computer crimes, cyberterrorism, traditional and

violent crimes, incident response, civil cases, fraud and information security verification.



due 7006 ULYUIYAITUUUAIVDIFTHUNA 3(3-0-6)
CRM 7006 Information Security Policy
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Information security specific policies, structure of the policy, information
systems security policy management, compliance laws and information security policy

requirements, information security policy implementation issues, IT security policy

frameworks, IT security policy enforcement.

dus 7007 NSAMNUAUATZUUETHULNA 3(3-0-6)
CRM 7007 Information System Governance
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The course aims to understand about Information System Governance. The
main concept is information system governance policy, Confidentiality and access to
personal confidential information, sharing and use of personal information, Information
governance user procedure, Compliance requirement and rule, data classification,
management control, operational control, Technical control, ITIL Standard Compliance,
Incident Management, Problems Management, Capability Management, Disaster Recovery

plan, and Business Contingency Plan.

e 7008 nViangieafUaRINTIUN1IABLRLADS 3(3-0-6)
CRM 7008 Cybercrime Law
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This course provides an overview of crimes related to computer systems
under the Thai Computer Act and laws of foreign jurisdiction. It deals with legal issues on
collection and use of evidence during investigative procedures, prosecution of criminal
acts, the limits of traditional approach of law in determining whether they are permissible
or impermissible under the laws. Topics covers computer hackings, computer viruses,

encryption, government online and offline surveillance, undercover agent, human rights in

cyberspace, international cooperation in the enforcement of computer crime laws

gy 7009 nguaneneanuwdivgBdnnsedind 3(3-0-6)
CRM 7009 Electronic Commerce Law
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This course provides students with the use of natures and methods of
electronic commerce and e-signature in lieu of various types of conventional business
contracts, the legal implications of civil and commercial laws regarding the use of
electronic commerce and the electronic signature to express the parties’ intents instead
of the paper contracts, the issues and obstacles to development of e-commerce, the e-

signature laws, electronic funds transfer and electronic data interchange at both national

and international levels.

duw 7010 ngwmmﬁ'aaﬁ’umsﬁumm%’ayjaéquqﬂﬂaLLazﬂfnuLﬂudquﬁ"a 3(3-0-6)
CRM 7010 Data Protection and Privacy Law
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This course introduces theories, legal concepts in relation to personal data
protection and privacy. It also explores the national and international frameworks
governing activities such as the collection, use and sharing of personal data related to
banking, insurance, user terms of goods and services, health information, data brokerage
and marketing practices. The course will start with the European Union legal framework
for data protection and privacy, which has been considered as a blueprint for over 100
data protection regimes worldwide, and also examine alternative regimes, including in the
United States. Topics about the legal challenges resulting from the use of technology in

products and services affecting online consumer privacy will be discussed.

due 7011 nMssanisanudssdmsumaluladansaumAnazauuag 3(3-0-6)
YBIFHTAUNA
CRM 7011 Information Security and IT Risk Management
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The course aims to understand an assortment of themes in information

security and information system risk management, The main concept is information

security, Layers of security, the threats and vulnerabilities in information security, Idea of



information and information security, The vital data and be able to preserve the security of
the data, The concept of risk management, Components of risk management, Modeling
techniques and analysis approaches, Risk classification, Risks Mitigation and recovery plans,
Risk management procedures, Risk Management Techniques, Risk Management Tools, Risk

displaying , and Enterprise risk evaluation strategies.

duey 7012 N19ASI9EBUANUIUAIVDIETHULNA 3(3-0-6)
CRM 7012 Information Security Auditing
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The course aims to understand an Information Security Auditing for
compliance with international standards. The main concept is Information Security
Auditing, effective internal Information Security audit functions and procedures, Auditing
Entity-Level Controls, Auditing Data Centers and Disaster Recovery, Auditing Networks
Equipment’s, Auditing Operating System, Auditing Web Server, Auditing Web Application,
Auditing Database, Auditing Storage, Auditing Virtualized Environments, Auditing WLAN
and Mobile Devices, Auditing Applications, Auditing Cloud Computing and Outsourced
Operations, Auditing IT Projects, Auditing Frameworks and Standards (COSO, COBIT, ITIL,
ISO27001,etc), Regulation (Sarbanes-Oxley Act of 2002, Gramm-Leach-Bliley Act, etc)

du% 9000 A3AUATIDETY 3(0-0-12)
CRM 9000 Independent Study
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Students choose their own interesting topics to study by themselves, the
topics must be approved by a faculty member who is responsible for the course, and the

students are required to write the reports.



dus 9004 Inetnus 3(0 - 0 - 24)
CRM 9004 Thesis
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A student-initiated research report on a particular topic under consultation
of an advisor, together with an oral examination. The study must be extensive and met

acceptable research standards.
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